eRx - New or Replacement Token Registration for New Phone or

New or replacement Key FOB
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Overview

To use EPCS in MD Toolbox, your token must be registered and up to date. If you get a new phone or
Fob, you will need to register a new token.

Detailed Instructions

* Go to the Prescription Tab in TDO
¢ Click on “eRx” button- this will launch the eRx module
¢ Click on the two right brackets

¢ Go to Setup & Tools and select “EPCS Token”
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¢ The "Token Maintenance" window will open. You will have several options from which to
choose. Select the one that best fits your situation.



Token Maintenance
If you cannol remember yowr loken password or you ool a newv phonatdoken, wse this screen lo update your foken
Select one of the Toll-:n-.-ing apﬂi:-ns

** Reset Hy‘ Token Password
Reset Token Password

** Setup a New Phone
! nead fo deactivate my ald foken and Sefup & How one
—Enter vour 2-Factor Token Password to Access Token Setup:

] I Open Token Selup

** Setup Key Fob
! need to sefup my new Key Fob Token | received in mall
—Enter your 2-Faclor Token Password Lo Access Token Setup:

Opean Token Setup

** Register a 2nd Token
! want 1o register a 2nd Token (o my accoun
-Enter your 2-Facior Token Password to Access Token Setup:

Open Token Selup

** | need to setup my new token, but | cannot remember my token password

| slill hawve my old loken - Resel password
| don't have my old token - Use IDP to setup Token and Mew Password

** Purchase HﬂFQD
! wowld ke fo purchase a new Key Fob Hardware Token to be mailed fo me:
Purchase a Mew Kay Fob Token

Set up a New Phone

If you have a new phone, you will need to activate your soft token.

Note: You will need to enter your current token password to "Open Token Setup" Window.
If you do not know this password or have forgotten it, please use the "Reset my Token Password" option

** Setup a New Phone
| need to deactivate my old token and EEIU,EI a new ohe
—Enter vour 2-Factor Signing FPa ; ; oken Setup:

L| Open Token Setup

You will then be taken to the SET UP NEW PHONE screen.

Note: You will need to click on "Deactivate This Token" to deactivate your old soft token (old phone)



SETUP NEW PHONE

1. First Install the VIP Access App on your new phone.
2. Next click DEACTIVATE below to deactivate old token.
3. Enter password and new credential/code on new phone and click REGISTER

1. Please select a password: | | should be 6+ chars with nums or symbols

2. Re-type your password: | |

3. Credential Id: [vstz67136111 | ¢Deacti\rate This Token)

4. Security Code: | | enter code showing right now on token

Register ==

SETUP NEW PHONE

1. First Install the VIP Access App on your new phone. (Go to app store, search "VIP Access’, Install)
2. Next click DEACTIVATE below to deactivate old token.
3. Enter d and new on new phone and click REGISTER

Enter a secrel loken password (hat will NOT be shared, wiitten down or easily guessed.
1 SelectaTokenPassword || | | This will be your TOKEN Password fhaf you will enter each fime you signoft on prescripfions.

MUST be G+ characlers with af least ane number or one symbol,
e e S

The Cradential {D (found at the top of soffware app token and back of hardware token) is the unigue id for your device.

3. Credential ID: Be sure fo include the lefters in fronf e.g. enter: SYMC1{23456769
enler token assigned credential
4. Security Code: enter security code showing right now on foken

Register helow | agree § am authorized to prescribe contrelled and | agree | will NOT share the aboue foken-passwornd or ioken-app/device with anyone, as well as | will NOT save the password on any device

b
Next, enter your Token password in box 1 and then again in box 2 for confirmation.

The Credential ID is at the top of the VIP access app on your new phone.

The Security Code is the 30-second code on your VIP access app.
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Click Register.

You will see a verification screen confirming the new token has been registered, and you can begin using

it. Click “Finish/Close".

Congratulations! Your token has been setup!
EPCS signup has been successfully completed and your account has been activated.

1Fyou just setup a new foken, before using it vou will need to
1) Ask the AdminfAccess Control Manager al your site to turn permissions on for you 1o be able to Approve AND Sign/Send Controlled

2) You will receive 2 Final Verification/Activation Code to your VERIFIED Phone or Address, Enter this code the first ime vou sign and send 2 controlled substance o come back ta this sign up screen to enter it on the main page.

Ciick Finish 1o go back to the EPCS Check OF List, | Finish/Close |

New or Replacement Key Fob

If you purchase a second or a replacement key fob/hardware token, use the ''Setup Key Fob'' option.
Note: You will need to enter your current token password to "Open Token Setup" Window.

If you do not know this password or have forgotten it, please use the "Reset my Token Password" option

If you know your Token password, enter it in the box and click on "Open Token Setup."

You will then be taken to the SETUP KEY FOB screen.



Note: You will need to click on '""Deactivate This Token' to deactivate your old hard token (old key
fob)

Enter your Token password in box 1 and then again in box 2 for confirmation.
The Credential ID is on the back of your key fob in box 3.
The Security Code is showing on the front of your key fob in box 4.

Click Register.

Security Code

Credential 1D

Press and release to generate a security code

You will see a verification screen confirming the new token has been registered, and you can begin using

it. Click “Finish/Close".

Reference

For more information, please refer to the MDToolbox Website (external link)

For further articles relating to similar issues, please check

eRX - How to Reset your Password for prescribing Controlled Substances

Ordering a Hardware Key Fob for a Prescriber

eRX - Access Control - Set Permissions

Online URL.: https://kb.tdo4endo.com/article.php?id=596
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