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Microsoft defender will sometimes block TDO from creating child processes. Child processes are
important to using TDO as they are required to use various TDO modules such as electronic
prescriptions, letters, and auto fix. This Microsoft article outlines how to provide exclusions so that the
processes will not be blocked.

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-
rules-deployment-implement?view=0365-worldwide#fcustomize-attack-surface-reduction-rules

Use Group Policy to exclude files and folders
On your Group Policy management computer, open the Group Policy Management Console, right-click
the Group Policy Object you want to configure and select Edit.

In the Group Policy Management Editor, go to Computer configuration and click Administrative
templates.


https://kb.tdo4endo.com/author.php?id=1
https://kb.tdo4endo.com/category.php?id=136
https://kb.tdo4endo.com/category.php?id=137
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-deployment-implement?view=o365-worldwide#customize-attack-surface-reduction-rules
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-deployment-implement?view=o365-worldwide#customize-attack-surface-reduction-rules
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Expand the tree to Windows components > Microsoft Defender Antivirus > Microsoft Defender
Exploit Guard > Attack surface reduction.
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Exclude files and paths from Attack
Surface Reduction Rules

Edit policy setting

Enter each rule on § new line asa
name-value pair:

- Name column: Bhter a folder path
ora fully qualified resource name. For
example, **C:\Windows"" will
exclude all iles in that
directory. *'C:\Windows\App.exe™
will exclude only that specifc file in
that specific folder

- Value column: Enter **0°* for
eachiitem

Disabled:
No exclusions will be applied to the
ASR rules.

Not configured:
Same as Disabled.

You can configure ASR rules in the
Configure Attack Surface Reduction
rules GP setting.

Setting

Fd £xclude files and paths frc Surface Reduction Rules

2] Configure Attack Surface Reduction rules

State

Not configured
Not configured

Comment

No

Double-click the Exclude files and paths from Attack surface reduction Rules setting and set the option

to Enabled. Select Show and enter each file or folder in the Value name column. Enter O in the Value

column for each item.
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Options: Help:
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Exclusions from ASR rules: | Show.

Exclude files and paths from Attack Surface Reduction (ASR)
rules,

Enabled:

Specify the folders or files and resources that should be
excluded from ASR rules in the Options section.

Enter each rule on a new line as 2 name-value pair:

- Name column: Enter a folder path or a fully qualified
resource name, For example, AWindows"" will exclude all
files in that directory. ""C:\Windows\App.exe™ will exclude only
that specific file in that specific folder

- Value column: Enter 0" for each item

Disabled:
Mo exclusions will be applied to the ASR rules.

Not configured:
Same as Disabled.

You can configure ASR rules in the Configure Attack Surface
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64bit Workstations

If using RVG Kodak Integration:

C:\Program Files (x86)\TDOffice
C:\Program Files (x86)\Microsoft Access Runtime
C:\Program Files (x86)\Microsoft Office
TDO Netdrive Share (S:\TDOfficedata)

State Comment
Show Contents o X
Exclusions from ASR rules:
Value name Value
C:\Program Files (+8B)TDOffice 0
C:\Program Files (+86)\Microsoft Access .. |0
+ | C\Progiam Files (486Microsoft Offce | 0]
.
oK Cancel




CA\TW

C:\Program Files (x86)\Common Files\Trophy
C:\Program Data\TW

C:\Program files (x86)\Carestream

If using Dexis:

e C:\Dexis

Online URL.: https://kb.tdo4endo.com/article.php?id=960
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